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% Executive Summary

2025 has been a standout year for Windows end-
of-life deadlines. Microsoft classic Teams was
phased out in July, and Windows 10, Office 2019,
and Exchange Server 2019 all reached their end-
of-support in October. These may just appear
milestones to take note of, but leaving applications
and infrastructure unsupported can leave
businesses accruing technical debt and facing a

range of hidden risks and deficits.

While the survey dives into the variety of
technical, organisational and human impacts that
come from technical debt (the hidden costs and
risks created when organisations delay updating or
modernising their IT systems), the findings also
show there are a small but notable 10% of
companies without technical debt. They are
overcoming the innovation gap — and their minimal
iIssues across the survey suggest a clear
correlation between modern infrastructure and

operational freedom.
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% Executive Summary

So, why aren’t more organisations following this

example?

Every institution has its unique needs. Many will be
contending with vast and complex IT estates which
make modernisation a major and expensive
undertaking. But crucially, despite widespread
issues, there appears to be a significant and
consistent disconnect between awareness and
action: just 14% of companies are prioritising fixing

and upgrading legacy systems in the next year.

A change in mindset is needed. As such, this
whitepaper looks to draw awareness to the issues
before providing an initial blueprint for taking

action.
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% Executive Summary

In this report, we look at:

e The scale of the problem: just how big is it?

e The risks and realities of Windows technical
debt

e The impact technical debt has on the
organisation and workforce

e The impact from other legacy systems like
Linux

e The challenging role of Al in modernisation
plans

e Three steps for turning technical debt into

opportunity

Technical debt isn’t just a tech problem, it’s a
business risk, a security gap, and has a human
cost. By reading this whitepaper, we hope you can
gain an awareness of these deficits and start on

your journey to ongoing modernisation.
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% Methodology

The study surveyed 250 participants, including
Risk and Compliance Managers, IT
Heads/Managers, and ClOs based in the UK.

Respondents represented organisations within the
government, manufacturing, and finance sectors.

Data collection was conducted in August 2025.
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% Chapter 1: The scale of the problem

Windows technical debt is widespread. According to

our survey, a massive 90% of organisations have it.

When looking at the key vertical industries surveyed,
manufacturing has the highest Windows technical
debt prevalence (92%), followed by finance (89%)
and then government (84%). As we’ll encounter, from
system constraints to budget diversion, each sector
experiences certain risks that come from technical

debt more than the other.

But with the vast majority of organisations carrying
Windows technical debt, what’s clear is that
outdated IT systems have become a systemic risk to
operations and innovation across the board. Despite
this, currently, only 14% are prioritising fixing or

upgrading their legacy systems next year.
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% Chapter 2: Windows technical debt: Risks
and realities

The risks of holding onto outdated Windows
systems are plentiful. They present a range of
performance, security, and compliance threats
that can stall operations — and these challenges

are a reality for many companies.

From major retailers to financial institutions, the
last year has seen a stream of high-profile and
damaging cyberattacks. Against this backdrop, the
survey revealed that nearly three-quarters (72%)
believe legacy Windows systems expose them to
higher attack risks.

What’s more, in high-risk sectors such as
manufacturing, finance and government, system
downtime is not an option. The applications teams
use on a daily basis are pivotal to both internal
operations and external customer services. Yet
over half (51%) report system downtime caused by
technical debt.
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% Chapter 2: Windows technical debt: Risks
and realities

And it’s not only cyberattacks and system
downtime presenting risks. Nearly half (48%) of
respondents also say they have already faced

compliance challenges in audits due to legacy IT.

Not only do these three risks pose a major threat
to the financial and operational health of
organisations, but as we’ll see, they impact

employee wellbeing too.

Interestingly, each of these risks plays more of a

role in each of the key verticals surveyed.

Windows Technical Debt by Industry

ks M @

Manufacturing Finance Government

So, what is stopping companies from reducing
their technical debt?
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% Chapter 2: Windows technical debt: Risks
and realities

A major reason is strategy. There is a divide
between how proactively or not companies
approach the issue: 46% only address technical
debt reactively when issues occur, while only 39%
have a clear, funded roadmap to eliminate it.
Notably, 12% recognise the problem but “haven’t

prioritised it”.

When it came to outlining the major blockers to
tackling technical debt, 45% said the cost and time
of redeveloping (i.e. recoding) or replacing
applications is prohibitive. These difficulties
perhaps explain why 30% do nothing out of fear of
“breaking something” — a finding that aligns with
the “do nothing” approach stipulated in the
‘Retain’ strategy, one of the Rs in AWS’ 7Rs

strategies for cloud migration.

Above, all this lack of transformation has a very
real impact on both the organisation and its

workforce.
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% Chapter 3: Organisational and workforce
impact

The Phoenix Project is an American business novel
that was published over a decade ago (back in
2013), but it continues to maintain its relevance.
The protagonist, Bill, an IT manager, is tasked with
rejuvenating a failing company. His team’s
firefighting of numerous issues initially leads to
greater problems and blocks innovation, until he
discovers the power of ‘preventive maintenance’, a

process used in manufacturing.

It’s a work of fiction, but it’s rooted in real-world
business strategies and experiences, and these
reflect the reactive firefighting cultu re that is still
prevalent today - and thi§ cul‘ture"is_ pr_evegtin'g__"_',._-;

innovation.
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% Chapter 3: Organisational and workforce
impact

The organisational impact

Forty-five per cent say Windows technical debt is
a constraint to cloud transformation. On top of
this, the same percentage (45%) report budget is
being diverted from innovation to legacy upkeep,
while 41% say compliance pressures are mounting
due to outdated Windows systems. More broadly,
nearly one in three (31%) believe Windows debt

prevents innovation.

So, Windows technical debt is diverting budgets,
slowing cloud transformation, and fuelling
compliance pressure. In doing so, it’s even

contributing to employee stress and turnover.

Slow Cloud Compliance Employee
Diversion Transformation Pressure Stress
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% Chapter 3: Organisational and workforce
impact

The people impact

Technical debt isn’t just a deficit to the
organisation — it’s a people issue too, influencing
employee wellbeing and turnover. Over a third
(35%) believe it leads to employee burnout or
stress, while 34% link it to higher staff turnover. In
turn, this contributes to a lack of overall

productivity, team morale and knowledge loss.

These findings can be attributed to the fact that
63% say their team faces increased time spent on
maintenance and troubleshooting. No wonder,
then, that 94% wished more of their money and

time could be spent on innovating instead of

“keeping the lights on” managing their IT estate.




% Chapter 4: Beyond Windows: Linux and legacy
systems

While Windows dominates, Linux and other legacy
platforms also harbour debt that undermines

resilience and agility.

More than two-thirds say their organisation has
Linux technical debt, using applications or systems
that rely on outdated or unsupported Linux
distributions. This debt varies by distribution, with
Red Hat Enterprise Linux (49% — the most used in
enterprise environments) and Ubuntu (42% - e.g.

older LTS versions) dominating.

Combining these with Windows platforms and
other platforms like cloud and hybrid, we then
asked respondents what challenges they faced
when trying to modernise business-critical apps

across infrastructure platforms.
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% Chapter 4: Beyond Windows: Linux and legacy
systems

Top of the pile came “compatibility issues with
modern infrastructure” (53%), highlighting the gap
between outdated applications and the systems
they need to run on. Then, the next major
modernisation blockers and difficulties were
“security vulnerabilities due to lack of updates”
(48%) and “difficulty migrating or modernising
applications” (46%).

As well as preventing the modernisation of apps,

these blockers also inhibit the adoption of new

technologies too.
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% Chapter 5: Al adoption and the modernisation
imperative

Al has become a fundamental tool for unlocking
innovation and keeping pace with competitors. But
Al’s effective adoption and integration with legacy
systems is the next major obstacle to overcome
(and, if approached correctly, an opportunity to

harness).

In fact, three in five (61%) say legacy systems are
hindering Al adoption, while 84% find integrating
Al with legacy systems challenging, showing the
scale of the task faced by many across sectors.
Therefore, Al integration with legacy systems
could become a niche industry, especially in
finance: Al was chosen as the top investment
priority for next year (28%). It’s worth noting that
local models tuned to legacy environments may

offer more flexibility than rigid cloud-native ones.
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% Chapter 5: Al adoption and the modernisation
imperative

Promisingly, 88% have a plan to modernise
infrastructure within two years, but unpromisingly,
only 36% say this plan is fully funded. Again, this
explains why the vast majority (94%) wish more
budget and time could go to innovation rather

than IT upkeep.

Al can’t thrive in a legacy environment. The

organisations that modernise now will lead

tomorrow.
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4% Chapter 6: From debt to opportunity

Tackling technical debt is the key to reducing risk,
restoring innovation capacity, and building a future-
ready IT landscape. The one in 10 organisations who
don’t have Windows technical debt are the
benchmark: they represent the vision of what’s
possible. So, how can others get closer to that kind of

freedom?

1.Plug the skills gap

A major part of the issue is the skills gap. Sixty-one
per cent say their employees lack the right skills to
modernise legacy apps. What’s actually emerging is a
skills gap at both ends: the number of experts who
understand legacy systems is shrinking while,
simultaneously, the demand for cloud-native talent is
surging.

So, as well as the need to upskill, this also points to
finding credible external support that can maintain
and modernise systems without, crucially, companies

getting vendor lock-in.
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4% Chapter 6: From debt to opportunity

2.Use specialist software

The skills gap is being compounded by a lack of
visibility, with nearly half (47%) of organisations
still using manual tracking to identify and track
configuration changes. The reason technical debt
is so widespread is because most don’t know how
bad the problem is until they can see it. The use of
change management software that can automate
the tracking of these changes is crucial to creating
this visibility for teams across the business.

Guardian.
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4% Chapter 6: From debt to opportunity

Any disruption to operations in these high-risk
sectors is highly damaging. However, the risks of
holding onto outdated Windows and business-
critical apps are also a ticking time bomb.
Companies can’t afford to do nothing on account
of the fact that they’re afraid to break systems.
There are ways to maintain EoL applications
without major recoding or refactoring — they just
need to be turned into a safe and compliant form

by redeploying them onto supported servers.
Alchemy.
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4% Chapter 6: From debt to opportunity

3.Adopt a proactive ongoing approach

True modernisation isn’t a one-off event: it’s an
ongoing process. While a more substantial
modernisation project may be required at first,
organisations should look to implement
incremental changes over time and continually
monitor and track changes like drift. That way, they
can ensure apps continue to function properly,
receive security patches, and work with modern
infrastructure. It’s then far easier to integrate
newer technologies like Al without need of a major

overhaul.
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